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ABSTRACT

World models and video understanding models are increasingly deployed in dy-
namic visual environments, yet their robustness to physical adversarial threats
remains largely underexplored. We study whether a single physical adversar-
ial texture can mislead the victim model across different real-world scenarios
where observing viewpoints vary along uncontrolled object—camera trajectories.
We identify that heterogeneous video semantics and trajectories induce poorly
aligned gradients for optimizing the adversarial texture. To address that, we pro-
pose the Trajectory-aware adversarial Alignment and Refinement Attack (TARA),
which incorporates trajectory-aware optimization to capture the evolving geo-
metric variations of a printed texture under real-world scenarios. To improve
cross-instance optimization compatibility, TARA incorporates trajectory-aware
contrastive alignment to encourage attacked representations from diverse video—
trajectory instances to approach a shared adversarial region and then performs
trajectory-aware task refinement to translate the aligned representation into task-
level prediction errors. For reproducible evaluation, we develop a geometry-
grounded tracking pipeline that provides physically plausible adversarial regions
with temporally consistent trajectories on EPIC-KITCHENS-100 and Something-
Something V2. We further collect real-world print-and-recapture videos to val-
idate attack effectiveness under physical deployment conditions. Together, the
annotated benchmarks and real-world captured data form a reproducible testbed
for future evaluation. Notably, our results reveal that a single printable adversar-
ial texture can persistently disrupt world models and video understanding models
under physical conditions, highlighting the fundamental security challenge.

1 INTRODUCTION

World models (Assran et al., 2025; |Wu et al., 2024; |Zhou et al., |2025; [Zhang et al.| [2026bja) and
video foundation models (Tong et al., | 2022; |Wang et al.| 2023;2024; [Zhao et al.| 2024)) are advanc-
ing visual understanding and prediction in dynamic environments. Their deployment in real-world
systems raises concerns about vulnerability to physical adversarial inputs. Adversaries in video un-
derstanding and action anticipation have been extensively studied in the digital domain (Wei et al.,
2019; 2022} | Xia et al.| 2024; Ding et al., |2026; Lu et al.,|2026a). However, attacks applied directly
to model inputs do not establish whether similar vulnerabilities exist under physical deployment
(Brown et al.| 2017} |Athalye et al., |2018; [Eykholt et al., |2018). In physical settings, an attacker
can design and attach an adversarial texture but cannot control how it is subsequently observed. As
object—camera trajectories evolve, the attached texture undergoes substantial variations in viewpoint,
scale, and visibility, potentially limiting its attack effectiveness. This raises a critical concern about
the practical vulnerability of video understanding and anticipation models to physical adversarial
attacks under uncontrolled observation conditions in real-world deployments.

Previous physical attacks consider constraints such as fabrication, camera acquisition, and geomet-
ric variation (Brown et al., 2017; |Athalye et al., 2018}, [Eykholt et al., [2018)), with subsequent work
extending to video recognition, tracking, and embodied systems (Pony et al.| 2021} Du et al.| 2022}
Long et al., 2024} |Chen et al., 2024} [Li et al.| [2025 [Wang et al., [2025)). While these studies increas-
ingly account for variations in how adversarial patterns are observed, their effectiveness is often
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Figure 1: Illustration of physical adversarial texture on action anticipation under various trajectories.

assessed under predefined conditions, which may not fully reflect the real-world variation (Hingun
2023). Specifically, the ability of a single physical adversarial texture to generalize jointly
across heterogeneous videos and unseen object—camera trajectories remains insufficiently explored.

To investigate this setting, as shown in Figure[I] we consider a physical attack where a single print-
able texture is optimized before deployment and must remain effective across unseen object—camera
trajectories beyond the attacker’s control. However, jointly optimizing the texture across hetero-
geneous videos and observation trajectories can induce conflicting gradients, limiting the attack
effectiveness. To solve that, we propose a Trajectory-aware adversarial Alignment and Refine-
ment Attack(TARA), which optimizes a single texture across diverse video—trajectory instances to
account for evolving physical observation conditions. TARA first employs trajectory-aware con-
trastive alignment to encourage attacked representations across heterogeneous instances to approach
a shared adversarial region, improving cross-instance compatibility. The resulting texture is then re-
fined along each video’s trajectory to induce task-level prediction errors. Notably, evaluating phys-
ical attacks on video models requires temporally coherent surface trajectories that capture how a
fixed texture is observed over time, which existing image-level benchmarks (Braunegg et al., 2020}
Hingun et al.| 2023) do not provide. To support that, we develop a geometry-grounded tracking
pipeline that identifies feasible attachment regions and generates temporally consistent homogra-
phies and visibility masks for Something-Something V2 and EPIC-KITCHENS-
100 (Damen et al.| 2022) datasets. Meanwhile, we further collect real-world print-and-recapture
videos, in which learned textures are attached to real objects and evaluated under physical condi-
tions. We curate surface masks and trajectory annotations for both simulated and real-world captured
videos, establishing a reproducible evaluation benchmark for future research.

We evaluate TARA across multiple world models and video understanding models on recognition
and future prediction tasks. Our results demonstrate that TARA maintains its attack effectiveness
across unseen video—trajectory instances and real-world print-and-recapture scenarios, highlighting
the vulnerabilities of those models in practical deployment. Overall, our contributions are:

* We investigate a practical physical attack for world models and video understanding mod-
els, where a single printable texture must generalize across heterogeneous videos and
object—camera trajectories after deployment.

* We identify conflicting optimization gradients across heterogeneous video—trajectory in-
stances as a key challenge in learning a shared texture. To address this, we propose TARA,
which integrates trajectory-aware optimization with cross-instance contrastive alignment
and task-level refinement to improve effectiveness under dynamic physical conditions.

* We establish a geometry-grounded benchmark spanning Something-Something V2, EPIC-
KITCHENS-100, and real-world print-and-recapture videos, providing temporally consis-
tent trajectories with homographies and visibility masks for evaluating physical attacks.

2 PRELIMINARIES

Attack setting. Denote Fj as the attacked model and X; = {fbit}tTLl as the video clip with ground
truth y;. We assume a white-box adversary who optimizes a single printable adversarial texture d to
disrupt model predictions across heterogeneous videos and observation trajectories. Practically, we
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assume the texture 4 is attached to a fixed object surface, while its image-space appearance evolves
with the underlying object—camera trajectory and scene visibility, which are beyond the adversary’s
control after deployment

Homography and visibility mask. For frame ¢ of =~ @™s@ite (@ vible o r——
video 7, we characterize the observation state of the [g\ 7
attached texture by a homography H,;; and a vis- t D’(;'_Z?;"/T} J @ -
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ibility mask M;;. As illustrated in Figure 2} Hit  jeao?” &7 obsace
maps the adversarial texture from its local coordi- 3

nates to the image plane, accounting for changes in
position, scale, orientation, and perspective distor-
tion. The visibility mask M;; € [0,1]"*% spec-
ifies the observable pixels of the projected texture
after occlusion. We define the observation trajec-
tory of video i as v; = {(Hj, Mit)}tT;'l, capturing
the temporally coupled evolution of texture homog-
raphy and visibility. Let Wy, be the differentiable
projective matrix. Given the adversarial texture 9, the attacked frame—trajectory instance -’733 and

video—trajectory instance X :(0; ;) are constructed as:
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Figure 2: Illustration of the observation tra-
jectory of adversarial texture.

3 METHODOLOGY
3.1 TRAJECTORY-AWARE ADVERSARIAL ALIGNMENT AND REFINEMENT ATTACK

To account for the evolving physical observation conditions, we optimize a shared adversarial tex-
ture across diverse video—trajectory instances, where each instance captures the temporally coupled
variations in texture homography and visibility. Given NN training instances, a direct optimization
aims to find the 4 that maximize a task-specific objective Lg;, across all instances:

N
1 -
6 = argmax >~ Lae (Fo(Xi(8:7%)) i) @)
=1
However, jointly optimizing the texture across hetero- () G s e b Bl

geneous video—trajectory instances can produce con-
flicting gradients, limiting the effectiveness of shared
texture updates. Figure [3(a) and (b) report the aver-

0.04 Full range

o
o
S

. . . § 0.00 - . 02
age cross-instance update benefits and pairwise gra- & o
dient similarities, reporting statistics averaged over § -0« I
all training clips and optimization iterations. The re- £ _o.. oreet 0

. . . < 60.8% beneficial 72.9% beneficial
sults reveal limited cross-instance update benefits and Diect Optimizaton ours Contrastive
. . . . . Alignment
substantial gradient disagreement under direct Opti-  (b) gatch Gradient Compatibility @ o el
, Direct optimization Ours: TARA_ 60,

mization. These motivate us to propose Trajectory-
aware adversarial Alignment and Refinement Attack
(TARA), which first aligns adversarial representa-
tions across video—trajectory instances to improve op- v S5 -
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to induce prediction errors. :

Trajectory-Aware Contrastive Alignment. As Figure 3: Analysis of trajectory-aware con-
shown in Figure @) and (b), we pair each training ~trastive alignment.

video X; with its observation trajectory ~y; to con-

struct the attacked video—trajectory instance X 1(0; 7). We first extract its attacked representation
z{ and the corresponding clean representation z{. To encourage compatible adversarial representa-
tions across heterogeneous video—trajectory instances, for a batch of B instances, we minimize the
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(a) Video-trajectory instance rendering | (b) Trajectory-Aware Contrastive Alignment (c) Trajectory-Conditioned Task Refinement
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Figure 4: Overall framework of TARA. A black texture is rendered along the video-trajectory in-
stance and optimized through trajectory-aware contrastive alignment and task refinement.

where s(-,-) denotes cosine similarity and 7 is a temperature parameter. Minimizing Equation
encourages attacked representations from different video—trajectory instances to approach a shared
adversarial region while remaining separated from their clean representations. Optimization of Lop
yields the aligned adversarial texture 6(°), which serves as the initialization for task refinement.
Importantly, we find this alignment greatly improves cross-instance optimization compatibility. As
indicated in Figure [3| (a) and (b), the contrastive alignment improves both average cross-instance
update benefit and batch gradient agreement. Moreover, the resulting texture also provides a stronger
initialization that brings great performance gain under the same refinement, shown in Figure 3] (c).

Trajectory-Aware Task Refinement. While contrastive alignment encourages shared adversarial
representations across video—trajectory instances, it does not explicitly optimize task-level predic-
tion errors. We therefore refine the aligned texture 6(°) along each training video’s observation
trajectory by minimizing:

B
Lot = > wilogpo(ys | Xi(d:7)). )
i=1

where w; is a trajectory-aware weight inversely related to the projected visible texture area, com-
puted from the frame-wise homographies and visibility masks. By assigning larger weights to in-
stances with smaller observable texture regions, this weighting balances their contributions to shared
texture optimization under heterogeneous observation conditions. More details of the weighting
scheme are provided in the Appendix [A.T]

3.2 GEOMETRY-GROUNDED TRAJECTORY CONSTRUCTION

To support trajectory-aware optimization and reproducible evaluation, we construct geometry-
grounded texture trajectories on Something-Something V2 (SSV2) (Goyal et al.l |2017) and EPIC-
KITCHENS-100 (EK100) (Damen et al.}[2022)). For each video clip, we manually identify a feasible
texture attachment region on an approximately planar object surface. The region remains fixed on
the object, while its image-space projection evolves with the underlying object—camera motion.

Adversarial texture homography and visibility. Starting from the selected attachment region in
a reference frame, we sample anchor points within the region and track them across frames using
TAPNext++ (Jung et al., [2026; Zholus et al., [2025). We estimate a reference-to-frame homography
from the tracked correspondences using RANSAC (Fischler & Bolles, [1981), which is then com-
posed with the fixed texture-to-reference mapping to obtain the texture-to-frame homography H;;.
When point tracking becomes unreliable, we leverage dense correspondences from RoMa (Edstedt
et al., 2024) with nearby validated frames to recover geometrically consistent projections. The es-
timated homography determines the projected texture region in each frame, from which we further
estimate its visible portion. Specifically, GroundingDINO (Liu et al.,[2024) detects supporting sur-
faces and foreground occluders, such as hands and arms, while SAM2 (Ravi et al.| |2025) converts
the detections into pixel-level masks. We combine the projected support with image boundaries and
surface masks, and remove foreground-occluded pixels to obtain the visibility mask M;,. The final
sequence v; = {(Hj;, M;;)}]%, defines the surface-observation trajectory and is further manually
reviewed for consistency, drift, and occlusion quality. Further implementation and quality-control
details are provided in the Appendix

Real-world print-and-recapture evaluation. We construct a real-world evaluation set by printing
the optimized texture at a fixed physical size and attaching it to an approximately planar surface.
For each sample, we record a clean reference video, an adversarial video with the optimized texture,
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Table 1: Statistics of the geometry-grounded trajectory benchmarks.

Dataset Task Clips Texture  Annotated Homography Mask Texture Texture

Train/Eval.  Frames Coverage Rate Area  Motion
EK100 Anticipation 605 356 /249 19,251 73.94% 7.56% 1.95%  20.65%
SSv2 Recognition 328 184/ 144 10,204 89.78% 9.70% 2.37%  7.66%
Real-world Recog. / Antic. 348 0/348 8,645 81.27% 428% 297% 15.17%
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Figure 5: Distribution of surface-observation trajectories across the evaluation benchmarks.

and a calibration video with a uniform white patch of the same size and attachment location. The
white-patch recordings provide a high-contrast reference for estimating frame-wise homographies
and visibility masks. These annotations enable future studies to evaluate adversarial textures under
identical real-world observation trajectories, ensuring reproducible comparisons. We further con-
duct an independent human evaluation to confirm that the underlying actions remain semantically
interpretable. Together, the annotated benchmark videos and real-world captures establish a reusable
and reproducible testbed for evaluating physical robustness under dynamic observation conditions.

Dataset statistics and reusable benchmark. Table [l summarizes the overall characteristics of
the constructed benchmark, comprising 605 clips (19,251 frames) from EK100, 328 clips (10,204
frames) from SSV2, and 348 real-world clips (8,645 frames). In Table [T, homography coverage
measures the fraction of frames with valid surface projections; mask rate measures the frequency of
occlusion within the projected attachment region; texture area denotes the average fraction of the im-
age occupied by the projected texture; and motion range quantifies the spatial extent of its trajectory.
Figure 5] further characterizes the benchmark at the frame level, illustrating the spatial distribution of
projected texture centers (a), variations in texture geometry and visibility (b), and the distributions
of visible texture fraction (c) and projected texture area (d). Together, these statistics characterize
the diverse observation conditions captured by our benchmark. For reproducible comparison of dif-
ferent attack methods, by fixing ;, a new texture §’ can be rendered to construct X;(d’;~y;) under
identical geometry and visibility. More details such as full benchmark construction and validation
pipeline, the quality-control criteria, and metric definitions are provided in the Appendix[A.7}

4 EXPERIMENTAL RESULTS

4.1 EXPERIMENTAL SETUP

Evaluation benchmarks and models. We evaluate our attack across three tasks using the geometry-
grounded EK100 (Damen et al. [2022), SSV2 (Goyal et al., 2017) and our real-world captured
benchmarks. The evaluated tasks include:

* Future action anticipation on EK100 using V-JEPA2-L (Assran et al.,[2025)), V-JEPA2.1-
B (Mur-Labadia et al., [2026), and AVT-B (Girdhar & Grauman, 2021}, and our real-world
captured action anticipation set, using V-JEPA2-L and V-JEPA2.1-B.

* Action recognition on SSV2, using V-JEPA2-L, VidleoMAE-B (Tong et al.| 2022), and
InternVideo2-dist-L (Wang et al 2024), and our real-world captured action recognition
set, using V-JEPA2-L and InternVideo2-dist-L.

* Action-conditioned future frame generation on SSV2 using DiLA (Zhang et al.,[2026b).

Evaluation metrics and data splits. For action anticipation and recognition tasks, we report Top-
1 attack success rate (ASR), defined as the percentage of initially correct predictions that become
incorrect under attack. For future frame generation, we report PSNR and MSE against the clean
target frames, where lower PSNR and higher MSE relative to clean reconstruction indicate greater
attack-induced degradation. We partition the 605 EK100 clips into 356 training and 249 validation
clips, and the 328 SSV2 clips into 184 and 144, respectively. The adversarial texture is optimized
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Table 2: Comparison performance on EK100 future action anticipation. Topl ASR (%, 1) is reported
on our split Train and Val data, with best and second-best results highlighted in bold and underlined.

Models | V-JEPA2L | V-JEPA2IB | AVEB | Overall
Setting | Train ~ Val | Train  Val | Train Val | Avg. Train Avg. Val
Black texture 4.8 33 5.7 5.0 8.2 5.0 6.2 4.4
Random texture | 5.5 4.7 8.9 5.5 7.4 6.1 7.3 5.4
EOT 303 25.1 | 593 57.1 | 329 25.0 40.8 35.7
Patch-Fool 6.5 9.0 | 469 279 | 282 183 27.2 18.4
UPA-RFAS 9.5 104 | 17.1 157 | 17.6 183 14.7 14.8
BTC-UAP 139 104 | 114 136 | 365 283 20.6 174
PhyCamo 139 137 | 583 293 | 424 30.0 38.2 243
TARA | 377 261 | 706 671 | 376 300 | 48.6 411

Table 3: Comparison performance on SSV2 video action recognition. Topl ASR (%, 1) is reported
on our split Train and Val data, with best and second-best results highlighted in bold and underlined.

Models | V-JEPA2-L | VideoMAE-B | InternVideo2 | Overall
Setting | Train ~ Val | Train ~ Val | Train Val | Avg. Train Avg. Val
Black texture 9.2 5.6 5.7 10.8 4.0 2.9 6.3 6.4
Random texture 7.4 49 1.1 1.8 2.1 0.3 3.5 2.3
EOT 25,5 30.6 | 149 16. 15.8 13.2 18.7 20.2
Patch-Fool 12.5 8.3 13.7 16.9 5.1 2.2 10.4 9.1
UPA-RFAS 9.8 3.5 14.3 16.9 11.9 9.6 12.0 10.0
BTC-UAP 12.5 5.6 154 17.7 14.1 15.7 14.0 13.0
PhyCamo 179 125 | 154 16.9 243 235 19.2 17.6
TARA | 386 347 | 171 177 | 412 257 | 323 260

utilizing only the training videos and their associated surface trajectories. The held-out validation
clips provide unseen samples for assessing the generalization of adversarial texture across different
videos and object—camera trajectories.

Compared methods and implementation details. We compare TARA with representative adver-
sarial patch and physical attack methods. Specifically, we consider adversarial patch-based methods,
including patch with expectation over transformation (EOT) (Brown et al., 2017), the attention-
guided Patch-Fool (Fu et al., [2022), and PhyCamo (Zhang et al.| 2025)), which employs contrastive
learning to improve the robustness of physical camouflage across viewpoints. We further include
BTC-UAP (Kim et al.| |2023)), which focuses on temporal feature disruption, and UPA-RFAS (Lu
et al., 2026b), which employs a visual feature-space objective to optimize transferable physical
patches for vision-language-action models. For a fair comparison, all compared methods incorpo-
rate trajectory-aware optimization using the same annotated object—camera trajectories and geomet-
ric constraints described in Section [2] Black and random textures are included as non-optimized
controls to distinguish adversarial optimization from the effects of ordinary texture insertion. For
each victim model, all methods optimize a universal circular texture with a radius of 24, using the
same training and evaluation splits. We preserve each model’s native temporal sampling, spatial
preprocessing, and prediction aggregation. The details of the model- and task-specific adaptations,
optimization schedules and budgets, checkpoint-selection criteria, random seeds, and hardware con-
figurations are provided in the Appendix [A.6

4.2 MAIN RESULTS ON GEOMETRY-GROUNDED EK100 AND SSV2

Performance on EK100 action anticipation. Table 2| compares the attack performance of dif-
ferent methods on EK100 future action anticipation across V-JEPA2-L, V-JEPA2.1-B, and AVT-B,
with Top-1 ASR reported. In particular, TARA achieves the highest average ASR of 48.6% and
41.1% on the training and validation splits, outperforming the strongest baseline by 7.8% and 5.4%,
respectively. Notably, V-JEPA2.1-B exhibits substantially higher adversarial vulnerability than V-
JEPA2-L across several attack methods. Although V-JEPA2.1 incorporates dense feature modeling
to capture finer-grained spatiotemporal information, its representations may also be more sensitive
to persistent, localized adversarial perturbations. These findings suggest that richer spatiotempo-
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Table 5: Performance on real-world captured data. The first six rows are digital projection results
using recorded homographies and masks; the last two rows are physical print-and-recapture results.

Tasks | Action Anticipation | Action Recognition
Models ‘ V-JEPA2-L.  V-JEPA2.1-B ‘ V-JEPA2-L.  InternVideo2

EOT 29.7 58.8 21.2 40.3

Patch-Fool 17.6 23.5 10.6 35.5

UPA-RFAS 18.9 17.6 11.8 43.5

BTC-UAP 14.9 17.6 12.9 24.2

PhyCamo 13.5 29.4 17.6 38.7

TARA | 324 588 | 258 50.0
Physical EOT (printed) 28.6 \ 23.1 \
Physical TARA (printed) 32.1 \ 28.2 \

30

10| —*— Patch brightness  —+—\GaussianTioise 10| —*— Patch brightness  —+— Gaussian noise

Topl ASR (%)
Topl ASR (%)

—s— Patch blur Capture blur —a— Patch blur Capture blur
—+— JPEG compression — — - Unperturbed ASR (37.7%) —+— JPEG compression — — - Unperturbed ASR (34.7%)

0.25 0.50 0.7 1.00 0 0.25 0.50 0.7 1.00
Simulated print-capture distortion Ievel Simulated print-capture distortion Ievel

(a) EK100 future action anticipation (b) SSV2 action recognition

Figure 6: Performance of TARA under varying levels of simulated print-and-capture distortions.

ral representations do not necessarily translate into greater robustness against persistent physical
attacks. Overall, these results demonstrate TARA’s effectiveness in disrupting future action antic-
ipation across distinct video architectures and its generalization to unseen video instances under
dynamic observation conditions.

Performance on SSV2 action recognition. Table [3] compares the attack performance of differ-
ent methods on SSV2 action recognition across V-JEPA2-L, VideoMAE-B, and InternVideo2, with
Top-1 ASR reported. It indicates that TARA achieves the highest average ASR of 32.3% and 26.0%
on the training and validation splits, outperforming the strongest baseline by 13.1% and 5.8%, re-
spectively. The improvements are particularly pronounced on InternVideo2, where TARA achieves
41.2% and 25.7% ASR, surpassing PhyCamo by 16.9% and 2.2%, respectively. In contrast, the
performance gains on VideoMAE-B are relatively modest, with TARA achieving 17.1% and 17.7%
ASR, suggesting that different video representation architectures exhibit varying susceptibility to
persistent physical perturbations. Overall, TARA maintains the highest average ASR across both
splits, indicating that its trajectory-aware optimization can effectively accommodate heterogeneous
video representations while preserving attack effectiveness under dynamic observation conditions.

Performance on SSV2 future frame gener-
ation. Table [F] compares the attack perfor- Table 4: Attack performance on SSV2 future

mance of different methods on latent-action- Irame generation using DiLA.

conditioned future frame generation using | Train | Val
DiLA, with reconstruction PSNR and MSE re-  Method | PSNRL MSE(x103) 1 | PSNRl MSE(x10~%) 1
ported on both the training and validation splits. ~ Clean 17.37 2442 17.19 24.33
It indicates that TARA achieves the lowest gﬁ;g‘g;ch o8 o ;g o X%
PSNR of 11.38 and 12.66 dB and the high- ~gor 1630 20.96 1625 29.03
est MSE of 90.38 and 67.37 (x1072) on the Patch-Fool 15.94 33.83 1641 28.48

o e . . . . . . UPA-RFAS 15.32 34.47 15.58 33.27
training and validation splits, respectively, indi-  prc.uap 16.83 25.07 16.78 25.54
cating substantial degradation in future frame Tara | 1138 9038 | 12.66 61.37

reconstruction quality. Compared with the
strongest baseline, UPA-RFAS, TARA further reduces PSNR by 3.94 and 2.92 dB while increasing
MSE by 55.91 and 34.10 (x10~3), respectively. These results indicate that TARA can substantially
disrupt latent-action-conditioned future frame generation, extending its effectiveness beyond dis-
criminative action recognition and anticipation to generative video prediction. Attacking objective
and visualization for the generation task are provided in the Appendix [A.2]
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Table 6: Ablation study of our TARA on the EK100 dataset. Top-1 ASR (%, 1) is reported. TA, CA,
and TR denote trajectory awareness, contrastive alignment, and task refinement, respectively.

Components | V-JEPA2-L | V-JEPA2.1-B | AVT-B | Overall

TA CA TR | Train Val | Train Val | Train Val | Avg. Train Avg. Val
X v v 104 109 | 8.0 5.7 9.4 33 9.3 6.6
v X v 329 227 | 686 583 | 40.0 283 47.2 36.4
v v X 29.0 227 ] 640 650 | 36,5 30.0 432 39.2
v v v ‘ 377  26.1 ‘ 70.6 67.1 ‘ 37.6  30.0 ‘ 48.6 41.1

(e 1 Lo o B8,

SSV2 action recognition

Ours action anticipation Ours action recognition

Rendering

Real
captured

Figure 7: Visualization of TARA texture. The top row shows geometry-grounded texture rendering
on EK100 and SSV2 videos, and the bottom row presents physical print-and-recapture examples.

4.3 REAL-WORLD RESULTS AND DISTORTION ANALYSIS

Performance on real-world captured data. Table [5]compares the attack performance of different
methods on our real-world captured data. We first evaluate existing methods by digitally project-
ing their adversarial textures onto video-trajectory instances using our recorded homographies and
masks. It indicates that TARA achieves the highest or joint-highest ASR across all evaluated models
and tasks. In physical print-and-recapture experiments, TARA achieves 32.1% and 28.2% ASR on
V-JEPA2-L for action anticipation and recognition, respectively, outperforming EOT by 3.5% and
5.1%. These results demonstrate that TARA maintains its attack effectiveness under uncontrolled
object—camera trajectories and additional print-and-capture distortions, supporting its effectiveness
under real-world physical deployment.

Robustness to simulated print-capture distortions. To further examine its sensitivity to print-
and-capture distortions, Figure [ reports the attack performance of our TARA texture under varying
levels of distortions, including brightness changes, Gaussian noise, blur, and JPEG compression.
TARA maintains relatively stable ASR under brightness variations, Gaussian noise, and JPEG com-
pression, while stronger patch and capture blur lead to performance degradation, particularly on
EK100 action anticipation. This degradation may result from the smoothing of local adversarial
texture structures and the loss of fine-grained visual details, as further illustrated by the distorted
texture visualizations in the Appendix [A5] Overall, these results complement our physical print-
and-recapture evaluation, demonstrating that TARA maintains its attack effectiveness under a wide
range of realistic imaging distortions within practical operating conditions.

4.4 ABLATION STUDY AND ANALYSIS

Ablation study. Table [6] investigates the contributions of each component. To verify the contribu-
tion of trajectory awareness learning, we optimize a universal adversarial patch at a fixed image-
center location without using the annotated video trajectories. The results highlight trajectory-aware
optimization as a key component of TARA, contributing substantial improvements in attack per-
formance. Meanwhile, both contrastive alignment and task refinement contribute non-trivial per-
formance gains, further improving TARA’s overall attack effectiveness. Together, these findings
confirm the contributions of all three components to TARA’s overall performance.

Visualization of adversarial textures. Figure [/| presents representative video frames of TARA
under geometry-grounded rendering and physical print-and-recapture settings for both action antic-
ipation and recognition tasks. The adversarial texture undergoes substantial variations in viewpoint,
scale, position, and visibility along diverse object—camera trajectories, illustrating the dynamic ob-
servation conditions considered in our evaluation. The real-world captures further demonstrate how
a fixed printed texture appears across different physical scenarios under uncontrolled observation
conditions. Additional visualizations covering diverse video instances and observation trajectories
are provided in the Appendix [A5]and[A-8]
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Generalization across content and trajectories. We further evaluate TARA by independently
varying video content and observation trajectories, including unseen trajectories from independently
captured real-world videos. We find that TARA retains its attack effectiveness under unseen tra-
jectories, even when applied to unseen video content, demonstrating its generalization beyond the
training video—trajectory instances. The detailed results are in Appendix

Statistical Stability. We further evaluate the statistical stability of TARA across three random seeds,
observing stable performance on both EK100 and SSV2. Details are shown in Appendix [A.4]

5 RELATED WORK

Video understanding models and world models. Video pretraining learns transferable spa-
tiotemporal representations for understanding scenes and actions in videos. Early research utilizes
reconstruction-based objectives, such as VideoMAE and VideoMAE V2 (Tong et al., 2022 Wang
et al.,[2023)). Then, InternVideo2 and VideoPrism (Wang et al.l 2024; Zhao et al.| 2024) scale train-
ing data and supervision toward more general video understanding. Beyond interpreting observed
events, AVT predicts future action labels from preceding observations (Girdhar & Grauman, [2021)),
while world models such as iVideoGPT and DINO-WM (Wu et al., 2024} Zhou et al.,2025) predict
action-conditioned future observations or visual features to support planning. V-JEPA instead learns
representations by predicting masked latent video features (Bardes et al., 2024)) and V-JEPA 2 (Ass-
ran et al.,2025)) connects these capabilities for video understanding and anticipation. Their reliance
on visual observations motivates investigating their physical robustness to camera input.

Digital adversarial attacks on video and world models. Early video attacks exploit temporal spar-
sity and image-to-video feature transfer (Wei et al.,[2019}2022), while recent work targets pretrained
video representations and transfers perturbations across downstream tasks (Xia et al.,|2024;|Lu et al.}
2026a). World-model attacks further explore structured conditioning perturbations, automated at-
tack search against closed-loop agents, and poisoning through generated data (Guo et al., [2026aib;
Rathbun et al.| 2026)). These approaches operate through digital access to inputs, conditioning sig-
nals, or training pipelines. Our setting instead constrains the adversarial input to a single printable
texture in real-world scenarios, with its observation governed by object—camera trajectories. The
texture must therefore generalize jointly across video semantics and evolving observations.

Physical adversarial attacks. Early work established printable adversarial patches and
transformation-based optimization against fabrication and imaging variations (Brown et al., 2017}
Athalye et al., 2018} [Eykholt et al., [2018). Subsequent studies extended physical attacks to videos
and tracking by modeling temporal and motion-induced variations (Pony et al.l 2021} Du et al.
2022; |Long et al., [2024), and improved robustness across poses and viewpoints through multi-view
or geometry-aware optimization (Li et al., 2025} Zhang et al., 2025} [Lou et al.}|2025). Recent work
further attacks embodied policies, including diffusion policies and VLA models, with efforts to-
ward cross-model transferability and partial trajectory observability (Chen et al.,|[2024; |Wang et al.,
2025} |Lu et al., [2026b; Wang et al., |2026). Tex3D and UniTexture optimize object-bound textures
along manipulation trajectories and across multiple VLA tasks (Chen et al., 2026} Dai et al., [2026).
These studies improve temporal persistence, multi-view robustness, transferability, or geometric
consistency, but do not study joint generalization across heterogeneous video semantics and unseen
object—camera trajectories.

6 CONCLUSION

In this work, we investigate a practical physical attack setting: a single printable adversarial texture
across heterogeneous videos and uncontrolled object—camera trajectories. We identify conflicting
optimization gradients across diverse video—trajectory instances as a key challenge to generating
an effective adversarial texture. To address this challenge, we propose TARA, which employs
trajectory-aware contrastive alignment to encourage shared adversarial representations across in-
stances, followed by trajectory-aware task refinement to induce task-level prediction errors. We
further establish a reproducible geometry-grounded benchmark with temporally consistent homog-
raphy and visibility annotations, and conduct real-world print-and-recapture experiments to validate
attack effectiveness under practical deployment conditions. Extensive evaluations in both simulated
and real-world print-and-recapture experiments demonstrate that TARA effectively disrupts video
understanding and anticipation across unseen video—trajectory instances, highlighting the security
risks posed by persistent physical attacks in real-world deployments.
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Al USE STATEMENT

In this work, we did not use generative Al tools for tasks requiring mandatory disclosure. We have
not used generative Al tools to develop theoretical models, formulate mathematical claims, design
experiments, or interpret results, and the remaining mandatory-disclosure tasks are not applicable to
this work. Additionally, we used generative Al tools to create or edit software code and to proofread
the manuscript for grammar, clarity, and readability. We have reviewed all Al-assisted work. The
authors reviewed and tested Al-assisted code for correctness and verified that the suggested revisions
preserved the technical meaning and accuracy of the manuscript. We take responsibility for the final
content of this work, including text, claims, or artifacts produced with the aid of generative Al

ETHICS STATEMENT

This work investigates the vulnerability of world models and video understanding models to per-
sistent physical adversarial textures. Our objective is to characterize this security risk and support
the development of more robust models. We evaluate the attack on established video benchmarks
and through controlled print-and-recapture experiments, rather than deploying it in operational sys-
tems. Our findings highlight the need to assess model robustness under temporally varying physical
observations, particularly before deploying video-based models in safety-critical applications.

REPRODUCIBILITY STATEMENT

We provide detailed descriptions of the attack formulation, optimization procedure, and evalua-
tion protocols in the main paper, with additional implementation settings, trajectory-construction
procedures, and quality-control details in the Appendix. To facilitate reproducibility, we will pub-
licly release the code and data required to reproduce all experiments in this work, including our
generated trajectory annotations and real-world captured videos. These resources will support the
reproduction of our results and enable future research to evaluate adversarial textures under various
video—trajectory conditions.
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A APPENDIX

A.1 TRAJECTORY-AWARE WEIGHTING

To balance the contributions of video—trajectory instances with different levels of texture exposure,
we introduce trajectory-aware weighting during task refinement. Let a4, (p) € [0, 1] denote the vis-
ible texture alpha at pixel p in frame ¢ and inference view v, obtained from the frame-wise homogra-
phy and visibility mask. The total observable texture area of instance i is a; = Zv’t’p ity (p) > 0,
with a single view for models that do not use multi-view inference. For each minibatch B, we set
aref = median;ep a; and compute the instance weights as:

w; = Clip< Qret , 0.5, 2) w; = Zwilw &)
7 jeB

This scheme increases the relative contribution of instances with smaller observable texture areas,
while clipping limits extreme weights and normalization ensures that ),z w; = 1. As the obser-
vation trajectories are fixed, the weights are computed independently of the adversarial texture and
remain constant during optimization.

A.2 ATTACK DETAILS AND VISUALIZATION FOR DILA GENERATION TASK

Ground
truth

Clean
generation

Adversarial
generation

Adv-GT
Error

Figure 8: Visualization of DiLA reconstruction results under TARA. Each column is a different
validation clip.

Attack details. For DiL A reconstruction, we use 155 Train and 82 Val clips, with 16 attacked source
frames. Contrastive alignment optimizes the mean future spatiotemporal embedding for 10 epochs
using Adam (0.03 — 0.003). The subsequent five-epoch refinement uses Adam (0.03 — 0.005) to
maximize outside-patch RGB MSE relative to the clean reconstruction. Both stages use a logical
batch of 32 clips and 24 updates per epoch; latent actions are recomputed from attacked source
frames.

Visualization of the attacked generation. Figure [§] shows five validation clips selected for high
MSE gain outside the patch region. The first row shows the ground truth observed frame, followed
by clean reconstruction, adversarial reconstruction, and the change in per-pixel squared error. The
adversarial reconstructions exhibit appearance changes well beyond the attached texture, demon-
strating that our attack remains effective at disrupting conditional reconstruction.
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A.3 GENERALIZATION ACROSS CONTENT AND TRAJECTORIES

Table 7: Generalization across video content and observation trajectories on EK100 with V-JEPA2-
L. Top-1 ASR (%, 1) is reported on 74 eligible clip instances per condition.

Seen Content Unseen Content
Method Seen Traj. Unseen Traj. Seen Traj. Unseen Traj.
Static center 17.6 17.6 13.5 9.5
EOT 324 24.3 324 16.2
PhyCamo 17.6 20.3 14.9 12.2
Patch-Fool 12.2 13.5 10.8 10.8
UPA-RFAS 13.5 13.5 9.5 54
BTC-UAP 21.6 20.3 18.9 13.5
TARA 40.5 31.5 43.2 28.8

Experimental setup. We evaluate frozen adversarial textures under four combinations of video
content and observation trajectories. The seen-content cohort contains 74 EK100 training clips; the
unseen-content cohort contains 74 clip instances from 35 independently captured practical record-
ings. For crossed conditions, we remap the homographies to the V-JEPA2-L input viewport while
retaining temporal visibility. The static-center texture is also rendered along each target trajectory,
which is trained without trajectory-aware optimization as a baseline reference.

Results. Table[7]shows that TARA achieves the highest ASR in all four conditions. On seen content
with unseen trajectories, TARA reaches 31.5% ASR, compared with 24.3% for the strongest base-
line, EOT. When both content and trajectory are unseen, TARA achieves 28.8%, exceeding EOT
by 12.6 percentage points and static center by 19.3 points. This demonstrates the effectiveness of
TARA texture under the joint shift in content and trajectory.

A.4  STATISTICAL STABILITY

Table 8: Random-seed stability of TARA. Final-epoch Top-1 ASR (%). Mean and sample SD are
computed across all three seeds; seed 0 is also reported in the main results.

Dataset / Model Seed Train Val Overall
EK100 / V-JEPA2-L 0 (reported) 37.7 26.1 32.1

1 37.9 26.1 322

2 36.8 24.6 31.0

Mean == SD 37.5+0.6 25.6 0.9 31.8 +0.7
SSV2/V-JEPA2-L 0 (reported) 38.6 34.7 36.9

1 38.4 34.0 36.5

2 37.0 34.0 35.7

Mean £ SD 38.0+0.9 34.2+04 36.4£0.6

Randomness test. To assess the sensitivity of TARA to random initialization, we repeat the ex-
periments with three random seeds on EK100 and SSV2 using V-JEPA2-L. We keep the model,
data split, attack objective, and training schedule fixed, and vary the random sampling of training
batches and trajectories. As shown in Table[f_i"], TARA exhibits consistent performance across seeds,
with small standard deviations for both Train and Val splits. The resulting Overall ASR varies only
moderately across runs, indicating that the reported performance is robust to random-seed variation.

A.5 MORE VISUALIZATION
Visualization under simulated capture-and-print distortions. Figure [9] compares the original

adversarial textures with their distorted counterparts on EK100 and SSV2. Patch blur and capture
blur visibly smooth local texture structures and suppress fine-grained details, providing a qualitative
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Figure 9: Visualization of adversarial textures under different imaging distortions on EK100 and
SSV2. Patch and capture blur substantially suppress fine-grained texture details.

oob3

¢SS

illustration of the performance degradation observed under severe blur. The remaining distortions
alter texture appearance without comparably suppressing its local structures.

EK100 action anticipation

Renderin Real Rendering
J captured

Real
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Figure 10: Additional trajectory visualizations across digital and physical settings. The first and
third rows show digitally projected textures on EK100 and SSV2, respectively, while the second and
fourth rows show real-world print-and-recapture recordings with physically attached textures.

Additional trajectory visualizations. Figure [10| presents representative examples from two evalu-
ation settings: digitally projected adversarial textures on EK100 and SSV2 videos, and real-world
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Table 9: Model-specific TARA optimization schedules and update budgets.

Model / task Train / Val Alignment feature Optimization schedule Updates

V-JEPA2-L / 356/249 Action query F10 Adam (0.03—0.003) 360

EK100 FT5 sign-PGD (0.01 — 0.005, step)

V-JEPA2.1-B /  175/140 Action + token mean  F10 Adam (0.03—0.003) 360

EK100 FT5 sign-PGD (0.01 — 0.005, cosine)

AVT-B / EK100 85/60  Future aggregate F10 Adam (0.03 — 0.003, cosine) 360
FT5 sign-PGD (0.005— 0.001, cosine)

V-JEPA2-L /SSV2 184 /144 Probe prelinear F10 Adam (0.03 — 0.003) 360
FT5 sign-PGD (0.01 —0.005, step)

VideoMAE-B / 184/144 Classifier input Fp F10 Adam (0.03 —0.003) 360

SSv2 FT5 sign-PGD (0.03 — 0.005, cosine)

InternVideo2-dist- 184 /144 Layer-24 token mean  F10 Adam (0.03 — 0.003) 360

L/SSV2 FT5 sign-PGD (0.005— 0.001, cosine)

print-and-recapture recordings in which the textures are physically printed and attached to objects.
For each video, we show sampled frames along its observation trajectory to illustrate how a fixed
texture is observed under evolving object—camera motion. Across different video instances, the
texture undergoes substantial changes in image location, apparent scale, and visibility, including
partial occlusion and movement toward image boundaries. These examples illustrate the diverse,
temporally varying observation conditions considered in both our digital benchmark and physical
evaluation.

A.6 IMPLEMENTATIONS DETAILS

Model-specific attack configurations. For EK100 anticipation, V-JEPA2-L uses a 32-frame, 256 X
256 context and aligns its action-query representation. V-JEPA2.1-B uses a 32-frame, 384 x 384
mixed-window input and aligns its pooled action representation concatenated with the final-token
mean. For AVT-B, it uses its native 10-frame input with three crops and horizontal flips, aligning
the aggregated future representation. For SSV2 recognition, V-JEPA2-L aligns the prelinear probe
representation using two 16-frame segments and three crops; VideoMAE-B aligns its classifier-
input feature Fj using two 16-frame samples and three crops; and InternVideo2-dist-L aligns the
mean layer-24 token representation using four eight-frame offsets and three crops. Task refinement
uses each model’s final prediction after native view aggregation, rather than optimizing separate
predictions for individual views.

Training details and checkpoint selection. All classification alignment stages use temperature
7 = 0.1 and Adam optimizer. Refinement minimizes the ground-truth log-probability of the model’s
aggregated task prediction using sign-PGD, with texture values projected to [0, 1] after each update.
The training details are shown in [9} For a fair comparison, all compared attacks use the same
optimizer, learning-rate schedule, and number of texture updates as TARA under the corresponding
model and task setting, while retaining their respective attack objectives. All models use the final
checkpoint of their alignment stage.

Real-World Digital and Physical Evaluation. For the real-world digital comparison, we utilize the
same homography and mask to generate the adversarial video for a fair comparison. For the physical
print-and-recapture evaluation, we attach printed EOT and TARA textures to physical objects and
compare the resulting adversarial recordings (ADV) against matched recordings with white textures
at the same attachment locations (WHITE), under corresponding actions and recording conditions.

Random seeds and hardware. All reported results use seed 0 for texture initialization and
batch/trajectory sampling and represent single-seed runs. Experiments were conducted on four
NVIDIA GeForce RTX A6000 GPUs (48 GiB each), with each model-specific attack job running
on one GPU. Micro-batching and gradient replay are used where necessary without changing the
logical batch size or texture-update budgets.
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Table 10: Geometry-estimation settings for newly annotated trajectories.

Component Setting
Reference-point sampling 12 x 12 grid; 2-pixel erosion
Minimum correspondences > 20 fitting; > 8 held-out
RANSAC 2-pixel threshold; 0.999 confidence; 10,000 iterations
Inlier screening > 20 inliers; ratio > 0.60
Spatial screening Inliers in > 3 local quadrants
Temporal screening Projection-area continuity
Human initialization 02 Homography 03 Visibility-mask 04 Manually review

Select a planar attachment region Track points for the homography Remove foreground-occluded pixels Flag for human inspection

Figure 11: Human-guided surface-trajectory construction in an EK100 clip. (1) Manual attachment-
region selection. (2) Homography estimation from tracked points. (3) Visible-support estimation
under foreground occlusion. (4) Flagging of an inconsistent projection for human review.

A.7 SURFACE-TRAJECTORY CONSTRUCTION AND QUALITY CONTROL

Trajectory construction. For each newly annotated clip, an annotator selects a locally planar ob-
ject surface and a feasible texture attachment region in a reference frame. We sample anchor points
within this region and track them across frames using TAPNext++ (Jung et all 2026 Zholus et al.}
[2025). For frame ¢ of clip i, we estimate a reference-to-frame homography G, from the tracked
correspondences using RANSAC (Fischler & Bolles| [1981). The texture-to-frame homography is
H;; = G;;A;, where A; maps the canonical texture to the reference frame. Candidate projections
are validated using inlier support, held-out reprojection error, spatial coverage, and temporal scale
consistency. For spatial validation, the bounding box of the source fitting points is divided into four
quadrants, of which at least three must contain accepted inliers. When sparse tracking is insuffi-

cient, RoMa (Edstedt et al., |2024) provides dense correspondences with nearby validated frames

for geometric recovery. Table [10[ summarizes the geometry-estimation and screening settings used

for newly annotated trajectories. GroundingDINO 2024) and SAM2 2025)

provide candidate supporting-surface and foreground-occluder masks for estimating visible texture
support.

Human review and quality control. Human review guides the initial texture placement and the
correction of uncertain geometric and visibility annotations. Reviewers inspect temporal overlays
for surface mismatch, projection drift, abrupt scale changes, and incorrect occlusion. As illustrated
in Figure [TT] they may revise the fixed attachment region for an entire clip, reselect anchor points
and rerun tracking, verify a recovered projection, or correct its visible support. Tracking failure on a
still-visible surface triggers geometric review rather than an automatic assignment of zero visibility.
Zero visibility is assigned only when the texture is confirmed to be fully occluded or outside the
image. Unresolved frames retain an explicit unknown status rather than being treated as physically
invisible.

Benchmark composition and rendering. The digital benchmark contains 605 EK100 clips (356
Train/249 Val) and 328 SSV2 clips (184 Train/144 Val), with trajectory records for 19,251 and
10,204 distinct raw frames, respectively. These counts include frames with unresolved geometry.
SSV2 clips were selected based on V-JEPA2-L clean Top-1 correctness and geometric eligibility;
attack success is computed separately using each evaluated model’s clean-correct examples. Clip

18



Under review

identities, splits, and trajectory annotations are fixed across attack methods, and only Train clips
contribute texture gradients. The stored frame-wise annotations include a validity status in addi-
tion to the homography and visibility mask defining ;. We render validated projections using their
recorded geometry and visibility; confirmed invisibility and unresolved geometry both leave the in-
put frame unchanged. The latter remains labeled unknown rather than physically invisible, while
valid projections in other frames of the same clip are retained. For each evaluated model, the anno-
tations are aligned with its sampled raw frames and transformed consistently with its resizing and
cropping operations.

Statistical definitions. The digital statistics in Table[T]use a fixed sampling and center-crop config-
uration for each dataset, whereas annotated-frame counts refer to distinct raw frames with trajectory
records. Homography coverage is the fraction of sampled positions with a validated homography
and a nonempty projected texture region within the crop. Mask rate is the fraction of projected po-
sitions with assessable foreground annotations for which an occluder overlaps the projected region;
unknown occlusion states are excluded. Texture area measures the pooled fraction of image pixels
covered by the recorded visible texture support:

> pes [ Mt
Z(i,t)es [Tt

where S denotes all sampled positions and I;; is the corresponding model input crop. Unresolved
positions contribute zero rendered area but remain in the denominator; thus, this metric measures
annotation-supported rendering coverage rather than independently verified physical visibility. Tex-
ture motion is the median across clips of the maximum pairwise projected-center displacement nor-
malized by the crop diagonal, computed for clips with at least two distinct valid raw-frame projec-
tions. Figure [5|additionally reports frame-level visible fraction, | M;|/|P;|, for resolved visibility
annotations, and projected area, 100|P;;|/|I;|, for valid nonempty projections, where P;; denotes
the projected texture region before foreground removal.

TextureArea = 100 6)

A.8 EXAMPLES OF RENDERED AND REAL-WORLD CAPTURED CLIPS.

Figures (12| and |13| show complete 32-frame model inputs for action anticipation and recognition,
respectively. In each figure, the first two clips use textures digitally rendered along annotated tra-
jectories, while the last two show physically printed textures captured in real-world videos. These
examples illustrate how the same surface-attached texture is observed across changing viewpoints,
scales, and occlusions.
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Figure 12: Visualization of the clips in action anticipation. The first two samples are rendered from
the EK100 dataset, and the last two samples are our real-world print-and-capture data.
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Figure 13: Visualization of the clips in action recognition. The first two samples are rendered from
the SSV2 dataset, and the last two samples are our real-world print-and-capture data.
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